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Abstract

We presenta technique for certifying domain-specific
propertiesof codegeneatedusingprogram synthesigech-
nology. Program synthesiss a maturing technolagy that
genematescodefrom high-level specificationsn particular
domains.For acceptancén safety-criticalapplicationsthe
genematedcodemustbe thoroughlytestedwhich is a costly
process.We showhowthe program synthesisystemAuUT-
OFILTER canbeextendedo generatenotonly codebut also
proofsthat propertiesholdin thecode Thistechniquehas
thepotentialto reducethe costsof testinggeneatedcode

1. Intr oduction

Programsynthesissystemsgeneratingfully executable
code from high level specificationsare rapidly maturing
(see,for example, [9, 8]), in somecasesto the point of
commercializatior(e.g., SciNaps€1]). However, the use
of suchsystemss limited by concern@boutthecorrectness
of thegeneratedtode.If programsynthesisystemscanbe
augmentedo generateorrectnesguaranteeaswell asthe
code thensomeof thetestingcosts(typically 80%of devel-
opmentfor missioncritical systemskanbeavoided. There
aretwo waysto provide thesecorrectnesguaranteesThe
firstis to verify the programsynthesissystemitself. How-
ever, thesesystemgendto be highly complex anddynamic,
so suchan approachis not viable. In this paper we fol-
low analternatveapproactof generatingorrectnesproofs
alongwith the code. This requiresextendingthe synthesis
systemto generateproofs for the programsgeneratedut
theseprogramsaremuchsimplerthanthe synthesisystem
thatgenerateshemandhencethe proofsarealsosimplet

We focus on certifying crucial domain-specifiqroper
ties in safety or mission critical domains; a safety pol-
icy certifier was presentedn [6], for the domain of co-
ordinateframeswhich is crucial to astronomicalnaviga-
tion.  Many software productsare developedfor com-
plex domainsthatinvolve a significantbody of mathemati-
cal knowledge. Onewould, of course ik e to certify soft-
wareasautomaticallyaspossibleput thisis veryrarelyfea-
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sible (dueto intractability aguments)and clearly closeto
impossiblefor comple« domainssuchasthe onepresented
next. Therefore,userinterventionis often neededo insert
domain-specifiknowledgeinto the programsto be certi-
fied, usually underthe form of codeannotations. In our
approach the domain-specifikknowledge can be inserted
automaticallyby the programsynthesisystem. Thesean-
notationsarein theform of modelspecificationsassertions
andproof scripts.

2. Domain-SpecificProgram Synthesis

AUTOFILTER is a programsynthesizefor stateestima-
tion problems By stateestimationwe meanestimatinghe
stateof anobject(e.qg.,its position,attitudeor noisecharac-
teristics)basedon noisy sensormeasurements. The most
commonway of solvinga stateestimatiornproblemis to use
a recursve updatealgorithm known as the Kalman Filter
[2] which providesa statisticallyoptimal estimateof a state
basedon noisy sensomeasurementsA KalmanFilter re-
guiresadditionalinformationto make this estimatenamely
amodelof thedynamicsof the problemandamodelof how
the sensomeasurement®lateto the state suchas:

Tpy1 = Ppxp + wi (1)

2 = Hyzp + v (2)

Bfuwy] = Elox] =0 @)
Elwgw,'] = 8(k — i)Qx @)
Elvgv;' ] = 6(k — i) Ry, )

xy, is avectorof statevariablesattime k. In atypical atti-
tudeestimationproblem,for example,the statevector, zy,,
mightcontainthreevariablesepresentingotationangleof
a spacecraft.This is whatthe KalmanFilter will estimate.
Equation(1) is the processmodelwhich describeghe dy-
namicsof thethe stateovertime — the stateattime k& + 1
is obtainedby multiplying the statetransitionmatrix ®;, by
the previous statex;,. The modelis imperfect,however, as
representedby the additionof the procesaoisevectorwy,.
Equation(2) is the measuremennodelandmodelsthere-
lationshipbetweerthe measurementandthe state. Thisis



necessanpecausehe stateoften cannotbe measuredli-

rectly. The measurementector, z;, is relatedto the state
by matrix Hy,. vy is the noisein this relationship.Simpli-

fying KalmanFilter assumptionstatethat all noisesmust
be gaussiamprocessewvith zero meanand there must be

no correlationbetweerthe noiseovertime (see(4) and(5)

wherea " is the transposeof vectora and§(j) evaluates
to 1 whenj = 0 and0 otherwise. )y and R;, are matri-

ceswhich representhe noisecharacteristicef the process
modelnoiseandmeasurementnodelnoise, respectiely).

Givenmodelsof thisform, aKalmanFilter canbeimple-
mentedthatoptimally estimates;. A schemati@lgorithm
for this KalmanFilter is givenin Figurel. The estimate,
Zr, canbe provedto be optimal,in the sensehatthe mean
squarecerror (alsoknown asthe error covariancematrix),
E[(zr, — 2)(xr — #1) "], is minimized (seethe next sec-
tion). Any KalmanFilter shouldsatisfythis minimization
property In Figurel, P, is theerrorcovariancematrix and
is updatedon eachiterationof thefilter. P, givesanindi-
cationof theerrorin thefilter estimatesandsois usedasa
checkwhetheror notthefilter is corverging.

As an example of how Kalman Filters work in prac-
tice, considera simple spacecrafattitudeestimationprob-
lem. Attitude is usuallymeasuredisinggyroscopeshut the
performancef gyroscopeslegradesovertime sotheerror
in the gyroscopess correctedusing other measurements,
e.g., from a startracler. In this formulation, the process
equation(1) would modelhow the gyroscopesiegradeand
the equation(2) would modelthe relationshipbetweerthe
startracler measurementandthe threerotationanglesthat
form the state. Fromthesemodels,a KalmanFilter imple-
mentatiorwould produceanoptimalestimateof thecurrent
attitude wheretheuncertaintiesn theproblem(gyrodegra-
dation,startracler noise,etc.) have beenminimized.

Enterprior estimatez ; and
its error covarianceP”
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Figure 1. Kalman Filter Loop

AUTOFILTER takes as input a mathematicakpecifica-
tionincludingequationg1) - (5) but alsodescription®f the

noisecharacteristicandfilter parametersFromthis speci-
fication,it generatesodethatimplementgsomevariantof)
the algorithmin Figurel. In fact, AUTOFILTER generates
codein our own intermediatdanguagenhichis thentrans-
latedinto C++ or Matlah In this paper we only consider
codein the intermediatdanguage.lt shouldbe notedthat
Figurel representgistoneof mary possiblevariationsand
configurationof thefilter. In fact,the abundanceof varia-
tionsis whatmalkesthis domainidealfor synthesis.

3. An Informal Optimality Proof

In this paper we describetechniquesfor certifying
domain-specifipropertief codegeneratedby AUTOFIL-
TER. In particular we considerthe optimality proof intro-
ducedin the previoussection— of the minimizationof the
meansquarecerror. Despitethe apparensimplicity of the
codein Figure2 that AUTOFILTER generatesthe proof of
optimality is quite complex. The maintaskis to show that
xhat (k) (correspondindo &, in theprevioussection)is the
bestestimate,undersimplifying assumptionsof the state
vectorz, attime k. This is a standardproof in statees-
timation andis usually presentedn booksasan informal
mathematicaproof severalpagedong. We next sketchthe
proof,emphasizinghoseaspectsvhichareparticularlyrel-
evantfor automatinghe proof, especiallythe assumptions

The very first assumptiormadein all booksis thatthe
initial estimates,z, and P, , are the bestprior estimate
andits errorcovariancej.e., E[(zo — &q )(z0 — 2 ) '], re-
spectvely. At agiventime k, if 2, is the bestprior esti-
matethenone canuse(2) to concludethat the mostprob-
able measuremengrroris z, — HyZ, . Anotherassump-
tion is that “the bestestimateis a linear combinationof
the bestprior estimateand the measuremengrror”. For-
mally, this saysthat z;, is somavherein the imageof the
function &1 (y) = Ay.(Z, + y * (2 — Hidy )), where
the coeficient y is a matrix having as mary rows as z;;
andasmary columnsasrows z;. We arelooking for the
y correspondingo the minimum error covariancematrix,
Py(y) := El(zx — 2x(y))(zx — £1(y)) '], thatis, the so-
lution of the derivative of Py (y) with respecto y. In fact,
differentiationof matrix functionsis acomplex field thatwe
partially formalizedandwhich we cannotcover here,but it
is worth mentioning,in orderfor thereadeto anticipatethe
non-triviality of this proof, thatthey giving theminimumof
P, (y) isthesolutionof theequationd(trace Py (y)))/dy =
0, wherethetraceof a matrixis thesumof the elementson
its first diagonalandfor a(standardjunction f (y11, y12, ---)
on the elementsof a matrix y, its derivative df /dy is the
matrix (df /dy;; | vi; € y) having the samedimensions
asy. Assumingthat P, is the error covarianceof the best
prior estimateof 2y, thatis, E[(z; — &3 )(zx — 2;,) "],
then after thousandf basicproof stepsone getsthe so-
lution K, := P, H,| (HyP, H, + Ri) ', whichis what



i nput xhatm n(0), pm nus(0);
for(k,0,n) {

xhat (k) := xhatm n(k) + (gain(k) * (z(k)
p(k) := (id(n) - gain(k) * h(k)) * pmnus(k);
xhatm n(k + 1) := phi(k) * xhat(k);

pm nus(k + 1)

NoohwNE

gain(k) := pmnus(k) * ntrans(h(k)) * mnv(h(k) * pmnus(k) * mtrans(h(k)) + r(k));
- (h(k) * xhatmin(k))));

= phi (k) * (p(k) * ntrans(phi(k))) + q(k); }

Figure 2. Kalman Filter code calculating the best estimate incrementally.

line 3 in Figure 2 calculates. One can also calculatethe
bestestimatenow, namelyz (K) (line 4) andalsotheerror
covariancematrix of the bestestimate P, (K) (line 5).

In orderto completethe proof, oneneedsto show that
#,,, and P, , arethebestprior estimateandits errorco-
variancematrix attime k + 1, respectrely. Theformerfol-
lows from anotheracceptedassumptiorthat the bestprior
estimateat the next stepfollows the stateequation(1) us-
ing the bestestimateat the current state, but where the
noiseis ignored the intuition for this assumptionis that
the currentbestestimateis randomarnyway, so the noise
with mean0 can be ignored. We do this in line 6. The
latter canbe alsoobtainedby calculationsalsotaking sev-
eralthousandasicproofstepstransformingheexpression
Pry = E[(&g41 — &1 )(@r1 — &41) ] by replacing
#r+1 asin equation(1) andz,_, ; asin line 6.

4. A Framework for Formalizing the Proof

To generateandautomaticallycertify proofssuchasthe
above, we needto formalizethe domainknowledge,which
includesmatrices,functions on matrices,and differentia-
tion. The formalizationwas done using the executable
specificatiolanguageMaude[4]. Maudeimplementshoth
rewriting logic and membershipequationallogic (MEL),
a variantof equationallogic which, in additionto atomic
equalitiest = ¢', allows atomicmembeshipst : s stating
thatthetermt¢ hasthe sorts. In Maude,conditionalequa-
tionsandmembershipsredeclaredwith the keywordsceq
andcnh, respectiely, while the unconditionaloneswith eq
andmb. For example,the conditionalmembershignb X/ v

Real if Y=/=0 stateghatfor ary realsx andy, X/ Y isa
real,or hasthesortreal , if Y is hon-zero.

4.1 Matrices

Mostof theoperationsndaxioms/lemmag matrixthe-
ory arepartial. For example multiplicationis definedff the
numberof columnsof thefirst matrix equalsthe numberof
rows of thesecondandthe commutatvity andassociatiity
of additionholdtrueiff thematricesnvolvedhavethesame
dimensionsMaudeprovidessupportfor partiality; the par
tial infix operationof multiplicationandthetotal transpose
operationaredefinedasfollows:

Matrix Matrix -> [Matrix]
Matrix -> Matrix

op _*_:
op ntrans :

In orderto definetheirsemanticandpropertieswe need
two (total) operationghatgive the numbersof columnsand
rows of a matrix, ¢ andr, of arity Matrix -> Nat. Now
we canexpressdefinednessf multiplication togethemwith

appropriateequationgor the new columnsandrows:
cmb P* Q: Matrix if c¢(P) ==r(Q
ceq c(P* Q =c¢c(Q if P* Q: Mtrix
ceq r(P* Q r(P) if P* Q: Mtrix

Axioms relatingvariousoperatoron matricessuchas

ceq ntrans(P*Q=ntrans(Q*ntrans(P) if P*Q: Matrix
arealsoneededtogethemwith morethan50 others mostof
themconditionalandinvolving memberships.

4.2 Functionson Matrices

Onestepin optimality proofsis statingthatthe bestes-
timateof the actualstateis a linear combinationof the best
prior estimateand the measuremengrror. The coeficient
of this linear dependeng is calculatedsuchthat the error
covariancematrix is minimized. Therefore pbeforethe opti-
mal coeficientis calculatedandin orderto calculateit, the
bestestimatevectoris regardedasa function of the form
Ay.({prior estimat¢ + y * (measuementerror)). For this
functionto be well defined,y mustbe a matrix having ap-
propriatedimensionssin Section3. Hencewe needto for-
mally definefunctionson matricesogethemith properties.
We doit by declaringnew sorts,mat ri xVar andwat ri xFun,
thefirst beinga subsorof mat r i x, togethemwith operations

for definingfunctionsandfor applyingthem,respectiely:

op /\_._ : MatrixVar Matrix -> MatrixFun
op _ _ : MatrixFun Matrix -> [Matrix]

Appropriate(conditional)axiomsfor functionsarespec-

ified, alsotakinginto accountpartiality, suchas:

ceq (/\y. (P+Q) (X =(/\y.P) (N +(/\y.Q(X) if P+Q: Matrix
ceq (/V\y.y)(X) = Xif c(X) ==c(y) and r(X) ==r(y)

amongmary others.
4.3 Differ entiation

If Pisasquarematrixthentraceg P) isthesumofall P’s
element®nthemaindiagonal Axiomatizationof functions
on matriceswith their derivativescanbe arbitrarily compli-
cated;our approachs top-down, i.e., we first defineprop-
ertiesby need usethem, andthen prove themfrom more
basicproperties For example theonly propertyusedsofar
linking optimality to differentiationis thata matrix X min-
imizesafunction \y.P iff (d(trace(Ay.P))/dy)(K) = 0.
For thatreasonto avoid goinginto deepaxiomatizabilityof
mathematicswe have justdefineda “derived” operation



op d(trace_)/d_ : MatrixFun MatrixVar -> MatrixFun
giving directly the derivative of the traceof afunction,and

have declaredsomepropertieof it, suchasthe equation
ceq d(trace(/\Y.(Y*P)))/d(Y) = /\Y.ntrans(P)

if YYP: Matrix and r(Y) == c(P)
statingthatthe derivative of Ay.(y x P) is \y.PT wheneer
y * P is awell-definedsquarematrix. Onecould,of course,
prove this property from more basic propertiesof traces,
functionsanddifferentiationsbut onewould needto adda
significantbody of mathematicaknowledgeto the system.

5. A Formal Optimality Proof

We next explainhow weformalizedtheinformal proofin
Section3, usingthe axiomatizationof the abstracidomain
in Section4. This formalizationwas done manually us-
ing aninteractive theoremprover, ITP [3], implementedn
Maude. ITP providessupportfor automatigproofsor proof
hints canbe given, suchasfor example(appl y -distr to
1.2 at 2.3)whichsaysthatthedistributivity axiomshould
be appliedbackwardsto prooftasknumberi. 2 at position
2. 3. Simplificationsareautomaticallydoneaftereachhint;
we usedhundredf hintsin the next proofs.

5.1 Specifyingthe Statistical Model

To reasonaboutthe codein Figure 2, one mustknow
wherethe matricesz, h, etc.,comefrom andwhatis their
meaning,or in otherwords, one needsthe specificationof
this particularKalman Filter togetherwith all its assump-
tions Theseareneededn additionto the abstractdomain
knowledgein Section4. Hence the very first stepis to ex-
pandthe abstractdomainwith this Kalman Filter's spec-
ification, that we denoteSPEC, declaringall the matri-

ces/ectorsinvolvedandtheir dimensionssuchas
ops x phi w: Machinelnt -> Matrix
ops z h v : Machinelnt -> Matrix
ops r g : Machinelnt -> Matrix

ops n mk : -> Machi nelnt

var K : Machinel nt

eq r(x(K) =n. eq c(x(K) =1

eq r(phi(K)) =n . eq c(phi(K) =n
eq c(z(K) =1

eq r(z(K)) = m.

aswell asmodelequations/assumptiorsichas
eq x(K + 1) = (phi(K) * x(K)) + wK)

eq z(K) = (h(K) * x(K)) + v(K)
eq r(K) = E[v(K) * ntrans(v(K))]
= ElwWK) * ntrans(w(K))]

eq q(K)

Otheraxioms/assumptionsot formalizedhereincludein-
dependencef noise,andthefactthatthebestprior estimate
attimek + 1 is the productbetweenphi (k) andthe best
estimatecalculatedpreviously at stepk.

This specificatiorhasabout35 axioms/assumptiorasnd
the interestedreadercangetit from the authors. A major
adwantageof our approacto combinesynthesisandcertifi-
cationis thatspecificationcanbe generatecautomatically
from theproblemdescriptiorinputto the synthesisngine.

5.2 Modularizing the Proof

In orderto machinecheckthe proof of optimality, the
proof mustbe decomposednd linked to the actualcode.
Thisis doneby addingthe specificatiorabove at the begin-
ning of the codeandaddingappropriatdormal statements,
or assertionsas annotationsbetweeninstructions,so that
one can prove the next assertionfrom the previous ones
andthepreviouscode.Proofsarealsoaddedasannotations
whereneeded.Notice that by “proof” we heremeana se-
riesof hintsthatI TP usesto guidethe proof. Theresulting
annotatedodeis shovn in Figure3, wherewe replacedhe
moreformal (andlonger)assertiondy English. The proof
assertionsn Figure 3 shouldbe readasfollows: proof as-
sertionn is aproofof assertiom in its currentervironment.

The bestwe canassertbetweeninstructionsl and 2 is
thatxhat mi n(0) andpni nus(0) areinitially the bestprior
estimateanderrorcovariancematrix, respectiely. This as-
sertionis anassumptionn SPECyk.

Between2 and 3 we assertthat xhat ni n(k) and pmi -
nus(k) arethebestprior estimateanderrorcovariancema-
trix, respectiely. Thisis obviousfor thefirstiterationof the
loop, but needgo be provedfor theotheriterations.There-
fore,we doanimplicit proofby induction.

The assertiorafterline 3 is thatgai n(k) minimizesthe
covariancematrix of the error betweerthe real (unknown)
stateof thesystermandalinearcombinatiorof thebestprior
estimateand our currentmeasuremengrror. This formal
assertioris rathertechnicalandtakesa few lines of Maude
code,sowe do notshaw it here. It was,however, the most
difficult partof theproof. Its proof scriptcontains/ lemmas
andit has142 steps,thatis, thereare 142 usesof labeled
sentences.This meansthat there are at least 142 places
where an automaticequationaltheoremprover would try
bothdirectionsof anequation— 242 combinations. The
assertiorbetweerlines4 and5 saysthatxhat ( k) isthebest
estimateof the actualstateand follows now immediately
from the previousassertionAfter line 5, however, we have
the assertiorthatp(k) is the errorcovariancematrix of the
bestestimateandits proof needs4 lemmasand hasabout
110proofscriptsteps.After line 6, dueto anassumptiorin
SPECK¢, We canassertandeasilyshowv thatxhat mi n(k+1)
is the bestprior estimateat time k+1, which togetherwith
theinstructionon line 7 impliesthe assertiorbetweerlines
2 and3, sowe have completedbur proofof optimality of the
codein Figure2 by induction. It took ITP a bit morethan
30 secondgo checkall this proof, which makesus predict
atleast100,000axiomapplications.

6. SynthesizingAnnotated Kalman Filters

AUTOFILTER synthesizesode by exhaustve, layered
applicationof schemas A schemais a programtemplate
with openslotsand a setof applicability conditions. The



/* Specification of the state estimation problem...

1. input xhatm n(0), pm nus(0);
/* Assertion 1: (in English)

about 35 axi ons/assunptions in Maude */

xhatmi n(0) and pminus(0) are the best prior estimate and its error covariance matrix */

2. for(k,0,n) {

/* Assertion 2: (in English)

xhat mi n(k) and pminus(k) are the best prior estimate and its error covariance matrix */

3. gai n(k)
/* Proof assertion 3:
(lem (I (pninus(k))) = (n) to (1) .)
(apply assertion-1-2 to (1 . O .
. the 138 other hints are omtted ...
(apply pmnuskntrans to (1) at (1. 2 . 1.
(apply commt+ to (1) at (1. 2) .) */
/* Assertion 3: (in English)

gai n(k) minimzes the error covariance matrix */
;= xhatm n(k) + (gain(k) * (z(k) - (h(k) * xhatmin(k))));

4. xhat (k)
/* Proof assertion 4: (... omtted) */

/* Assertion 4: (the main goal)
xhat (k) is the best estinate */

5. p(k) := (id(n) - gain(k) * h(k)) * pm nus(k);
/* Proof assertion 5: (... omtted;
/* Assertion 5:

p(k) error covariance matrix of xhat(k) */

6. xhatm n(k + 1) := phi(k) * xhat(k);

/* Proof assertion 6: (... omtted) */
/* Assertion 6:

1) at (1) .)

110 I TP hints) */

;= pmnus(k) * nmtrans(h(k)) * mnv(h(k) * pmnus(k) * mrans(h(k)) + r(k));
(142 1 TP hints including those bel ow)

1))

xhatm n(k + 1) best prior estimate at tine k + 1 */

7. pmnus(k + 1)
/* Proof assertion 2: (...

:= phi(k) * (p(k) * ntrans(phi(k))) + a(k);
omtted; 31 ITP hints) */ }

Figure 3. Annotated Kalman Filter code calculating the best estimate.

slotsarefilled in with codefragmentsby the synthesisys-
tem calling the schemagecursvely. The conditionscon-
strainhow the slotscanbefilled — they mustbe provento
holdin the givenspecificatiorbeforethe schemacanbeap-
plied. Someof the schemagontaincallsto symbolicequa-
tion solvers,otherscontainentire skeletonsof statisticalor
numericaklgorithms.By recursvely invokingschemasand
composingthe resultingcode fragments, AUTOFILTER is
ableto automaticallysynthesizeprogramsof considerable
sizeandinternalcompleity.

Figure 4 givesan abstractionof a top-level schemafor
generatingalmanFilter code.name(%) areschemsslots.
They arefilled in by anassignmenof theform %name :=

. In somecasesthe top-level schemawill fill slotsdi-
rectly. In othercasesthe slotsarefilled by recursvely in-
voking otherschemasThe numbersn squareparentheses
referto line numberdn Figure2.

For certificationpurposestheschemanustalsogenerate
a proof thatthe schemas correct— in this case the opti-
mality proofin Figure3. In orderto generatehis proof, the
schemasare extendedto generatealso the assertionsaand
proof assertiondrom Figure 3. In this way, eachline of
codegenerateccomesoptionally with assertion®r proof
assertions. Currently the proof assertionsare ITP proof
scripts,i.e., a sequencef applicationsof axioms/lemmas
(alongwith variablesubstitutions).Theseproofstypically
are very complex and involve the exploration of a large
searchspace. The hintsin the high-level proof scriptsal-
ways occur at a choice point in the proof. Hence,given
theproofscript, it is possibleto reconstructhe entireproof
withoutthe needfor any search. Thereconstructiorof the

/* applicability conditions */
. process noise is Gaussian
. neasurement noise is Gaussian
. process/ measurenment noi se are i ndependent

/* set up tenpll’ﬂé */

result := kalman(local (%, initialize(%, |oop(%,
postloop(%)),
% oop : = for(pvar,O,n, /11 [2]
updat e(zupdat e(%, phiupdate(%, hupdate(%,

gain(%, /1 [3]
esti mat eUpdat e( %), /1 [4]
covar Updat e( % , /1 [5]
st oreQut put (9,
propagat eEstimate(%, // [6]
propagat eCovar (%)) I [7]

/* fill in some slots */

/* recursively invoke schemas to fill
remai ning slots */

Figure 4. (Part of) a Kalman Filter schema

entireproofis currentlydonein thecertifier, but it couldjust
aseasilyhave beengivenexplicitly in theschema.

7. Certifying Annotated Kalman Filters

There are varioustypesand levels of certification, in-
cluding testingand humancodereview. In this paperwe
addresscertifying conformanceof programsto domain-
specificproperties. The generalproblemis known to be
intractable but by usingprogramsynthesigo annotatecode
with assertionandproof scripts,complex propertiesanbe
certifiedautomatically Ourlong termgoalis to developan
automatedtateestimationcertifierwhich:

e issimple,sothatit canbeeasilyvalidatedby ordinary

codereviewers;

e is generalsoit workson alargevarietyof programs;



e reduceshe amountof domain-specifiknowledgeto
betrustedto afew easilyreadablepropertiessothatit
canbevalidatedby domainexperts;

e isindependentrom thedomain-specifisynthesisys-
tem, so that the likelihood that the two systemshave
common abstractdomain errors is minimized and
thereforecanbe safelyusedtogether

There are sensibletrade-ofs betweenthesedesiredfea-
tures. For example,if the certifier usesa specializedthe-
orem prover thenthe synthesisenginecan generatefewer
and simpler annotationsput the certifier is itself comple
andthe certificationprocessantake alonger Ontheother
hand,if thecertifieris asimpleproof checlerthencertifica-
tion canbe donerelatively quickly andcanbe moreeasily
acceptedvenby skepticalusersbut oneneedso generate
very detailedproofsof correctnessogethemwith thecode.
Thestateestimatiorcertifierworksasfollows. It first ex-
tendsthe abstracdomainwith the specificatiorof the pro-
gram(extractedfrom the beginning of the program).Then
it follows the stepsof a proof by mathematicainductionon
k, theloop index. More precisely it first proof checksthe
firstassertionn thecodein whichit replaces by 0. Thenit
incrementallyvisits eachline of codein theloop, addingthe
assignmentwo the specificatiorasordinaryMEL equations
andproof checkingthe assertionsin orderto proof check
anassertionit callsthe ITP tool with the currentspecifica-
tion, theassertionandthe proof scriptprovidedin thecode
asannotation.At the endof theloop, it alsoproof checks
thefirst assertiorin theloop in whichk is replacedoy k+1.
Therefore,our currentcertifier simulatesthe execution
of the codemodifying its ervironment(specification)and
checkinga provided proof whenever an assertioris found.
Assumingthat the abstractdomainand the Kalman filter
are correctly specified,thenfor arny annotatedprogramas
above our certifier returns“yes” iff the programcalculates
the bestestimateat eachiteration. Notice thatthe certifier
wasspecificallydesignedo betotally independentrom the
synthesiengine.The proofsandtheannotation@reorders
of magnituddargerthantherealcode,but fortunately they
canbeautomaticallygeneratedby thesynthesigngineonce
genericproofsareprovidedwith the programschemas.

8. Conclusionsand Futur e Work

In this paper we have shavn how to extend program
synthesisystemgo generataot only codebut alsoproofs
of propertiesof that code. This work was carriedout in
the context of AUTOFILTER, a synthesizeof stateestima-
tion programswhich wasaugmentedo outputa proof that
the codeimplementsan optimal estimator This proofis a
highly complex proof that cannotbe proved automatically
but by encodingthe key stepsof the proof in AUTOFIL-
TER'sknowledgebaseijt is ableto generatea proofthatcan
easilybe checled by anindependentertifier Suchresults

will encouragehe acceptancef codegeneratorén safety-
critical domainssincethe generatorsvill producenot only
the codebut alsocertificateghatthe codeis correct.

Our certification approachrequiresmore sophisticated
reasoninghanin proof-carryingcode(PCC)[7], sinceour
abstractdomainsadmit complex axiomatizationsandveri-
fying the safetyof eachline of codemayneedtensof thou-
sandsof inferencesteps. ExtendedStatic Cheder (ESC)
[5] findserrorsat compiletime, suchasarrayindex bounds
errorsandnil dereferencesThe useof ESCis limited to
languagedefinabletypesandpropertieshatcanbe proved
automatically By allowing proof scripts, we extend the
usability of our certifiersto whateser provable properties.
However, domain-specifigproofs canbe very comple, so,
evenif possiblen theory we do notanticipatethatour cer
tifierswill beusedindependentlfrom synthesiengines.

The certifier usedin the work describeds itself a sub-
stantialprogram,including the Maudesystemandthe ITP
tool. MaudeandITP areusedbothto generatehe proofs
andto checkthem. For practicalpurposesa certifier must
be assimpleaspossible.Certificationauthoritieswill only
trusta certificationtool if it hasbeenformally verified,and
henceit must be small. This meansthat whilst Maude
andITP aregood genericenginesfor developingdomain-
specificproofsscriptsof individual schemasthefinal prod-
uctwill mostlikely incorporateakernelcertifierwith amin-
imal knowledgebaseandminimal proving technology
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